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Agenda

 Threat Environment

 US-CERT Mission and Response Management

 US-CERT Competencies

 Collection, Monitoring & Analysis

 Information Sharing & Coordination

 Alerts, Warnings, Bulletins & Reports

 Response & Assistance

 Managing Risks on an Enterprise Basis
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Technological Advances

- Integrated capabilities (mobile devices/social networking)

- Robust personal computing capability

Customizations

- Low detection rates

- Uncoordinated botherder factions

- Increased malware “noise”

Threat Specialization

- Phishers

- Spammers

- Malware Authors

- Mules

Challenges
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Emerging Cyber Security Threats

 Social Engineering - Phishing/Spear Phishing

 Web Surfing - Social Networks (Facebook, MySpace, YouTube, etc.)

 Activist Influenced Criminal Activity - Examples: Lithuania and Estonia

 Increase in Zero Day Vulnerabilities

 More Collaboration Between Groups - Sharing tools (tools for sale on auction 

sites, hacker forums)
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US-CERT Mission
 Lead and coordinate efforts to improve the 

Nation‟s cybersecurity posture, promote cyber 
information sharing, and manage cyber risks to 
the Nation. 

 Analyze and reduce cyber threats and 
vulnerabilities,

 Disseminate cyber threat warning information,

 Coordinate with partners and customers to 
achieve shared cyber situational awareness of 
the Nation‟s cyber critical infrastructure,

 Provide response and recovery support for 
national assets, and

 Advise on national-level cybersecurity policy 
and guidance. 

Mission Management

Business, Performance 

and Planning

Analysis

Detection 

United States 

Computer 

Emergency 

Readiness Team
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 Threat: Analysis of information collected by US-CERT and its partners in order 

to understand the threats: their identity, their intent and their capabilities.

 Vulnerability: Prioritization of exploitable weaknesses in order to assess 

potential impact and/or cyber risk to the Nation.

 Attack Detection: Identification of attack activity that exists in complex, multi-

agency, multi-platform environment.

 Mitigation: Identification, dissemination and implementation of strategies to 

contain or resolve risks and attacks.  

 Reflection:  Collaboration with other organizations to refine federal information 

security policy and guidance and provide organizations with more accurate 

strategies.

Activities are based on the nature and severity of the threat, vulnerability 

or incident and US-CERT focuses on tracking impacted parties‟ progress 

towards resolving the issue:

Response Management
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Collection, Monitoring & Analysis
 Paired with incident reporting, monitoring and analysis facilitates 

US-CERT‟s strategic analysis capabilities in order to maintain 

situational awareness

 Einstein Monitoring 

 Facilitates strategic analysis to detect behavioral threats 

 Establishes baseline trending for agencies 

 Enables cross-agency analysis to identify large-scale threats and vulnerabilities 

 Digital Media and Malware Analysis 

 Improves understanding of current and emerging cyber threats and provides 

actionable information to aid in protection and response efforts

 Relies on close ties and trust relationships with other malicious code analysis 

capabilities
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NCPS
 The National Cybersecurity Protection System

 A “system of systems” that work together to provide overall 

capabilities for US-CERT.  This includes:

 Portal: US-CERT maintains a secure portal to facilitate product 

distribution and enable members to interact in a secure 

environment

 Compartments are established based on customer groups (e.g. GFIRST, 

Critical Infrastructure, U5, Control Systems, ISACs)

 Members must be approved by government compartment „owner‟ in order 

to access and be able to collaborate within the compartment

 Members access portal through two-factor authentication

 Einstein (E1, E2, E3)

 SIEM (Security Information and Event Management)
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Information Sharing & Coordination

 US-CERT gathers information on incidents affecting the Nation‟s cyber 

infrastructure groups and coordinates with each of these groups in 

different capacities as deemed necessary

 Interactions consist of two-way information sharing to improve overall 

situational awareness

 US-CERT must rely on coordination and collaboration with a number 

of communities of interest:

 Federal Entities

 State & Local Governments

 Law Enforcement

 Intelligence

 Corporations

 International Governments

 ISACs

 Control Systems Security Center 

(CSSC)

 Media & Public Affairs

 Software & Hardware Producers

 General Public
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Working with State, Local and Tribal



Presenter‟s Name          June 17, 2003 12

U.S. Critical Infrastructure
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Government Forum of Incident Response and 

Security Teams (GFIRST)

A government information-sharing effort focused on daily information 

exchange among technical operators across different incident 

response teams the represent the defense, intelligence, law 

enforcement, and federal civilian agency communities.

 Community of 50+ Federal agency Incident Response Teams

 Teams work together to secure U.S. Government networks

 Collaborate during on-going cyber activities for technical 

analysis and information sharing amongst the Government

 State Cyber Security Teams are now GFIRST members and will 

be a valuable partner to fusion centers to communicate 

appropriate developments they learn through this information 

sharing community
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Alerts, Warnings, Bulletins & Reports

 National Cyber Alert System is a cohesive national cyber 

security system for identifying, analyzing, and prioritizing 

emerging vulnerabilities and threats

 Cyber Security Alerts – Provides timely information about security issues, 

vulnerabilities, and exploits currently occurring

 Cyber Security Tips – Written for non-technical home and corporate computer 

users, the bi-weekly Cyber Security Tips provide information on computer 

security best practices

 Cyber Security Bulletins – Written for the technical audiences, Cyber Security 

Bulletins provide bi-weekly summaries of security issues, new vulnerabilities, 

potential impact, patches, and workarounds, as well as recommended actions 

to mitigate risk

 Additionally compiles analytical information notices specific to 

US-CERT‟s communities of interest

http://www.us-cert.gov/
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Public Information Dissemination

www.us-cert.gov

National Cyber Alert System
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Constituent Information Dissemination
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Response & Assistance
 Activities are based on the nature and severity of the incident 

and focuses on tracking impacted parties‟ progress towards 

resolving the issue

 Dedicated teams ensure appropriate and accurate technical 

assistance is provided with the right level of subject matter 

expertise:

 Digital Media and Malware Analysis

 Defensive Analysis

 Mitigation Strategy Development

 Threat/Attack Vector Analysis

 Vendor Analysis Coordination

 Deployable teams can provide specialized subject matter 

expertise required to mitigate or prevent an event from 

escalating
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National Cybersecurity and 

Communications Integration Center
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Managing Risks on an Enterprise Basis

 Trusted Internet Connection (TIC) –

 A multifaceted plan for improving the Federal Government‟s security 

posture by significantly reducing the number of external connections 

including connections to the Internet 

 National Cyber Incident Response Plan (NCIRP) -

 High-level framework for operational coordination among Federal, 
State, local, tribal and territorial governments, private sector and 
international partners. 

 Cyber Storm III –

 Largest government-sponsored cyber security exercise of its kind 
that  scenario that produces a global cyber event. 

 Exercises and enable the plans, capabilities, and procedures 

necessary to ensure the security of the Nation‟s broad and 

interdependent cyber infrastructure.
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Contact

 Technical comments or questions:

 US-CERT Security Operations Center

Email: soc@us-cert.gov

Phone: +1 888-282-0870

 General questions or suggestions:

 US-CERT Information Request

Email: info@us-cert.gov

Phone: +1 888-282-0870

 GFIRST: gfirst@us-cert.gov

 Information available at http://www.us-cert.gov



Cabinet Level Agencies
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Privacy


